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What it claimed is: 

1 . A m e thod for v e r i fiably transmitting an ol e ctron i G packag e from a send e r to a 
r e cip i ent through a c e rt i fying author i ty via a pub li c communicat i ons notwork, th e 
m e thod comprising tho steps of: receiving an o l octronic package that i s 
transm i tt e d from the s e nd e r to th e cert i fying author i ty via th e pub l ic 
communicat i ons n e twork, stor i ng particulars re l at i ng to th e e l e ctronic package on 
a s e rv e r op e rat e d by th e c e rtifying author i ty for use in lat e r v e rifying th e 
part i cul a rs re l at i ng to th e ele ctron i c p a ck a g e ; d e l i v e ring th e el ectronic package 
from th e c e rtify i ng author i ty to tho r e cipi e nt via th e pub li c communicat i ons 
n e twork; g e n e rat i ng an e ncrypt e d hash va l u e bas e d on th e particu l ars r e lat i ng to 
the ele ctron i c packag e a nd th e d e l i v e ry th e r e of, th e encrypt e d hash va l u e 
uniqu e ly idontifying tho particulars rotat i ng to tho e le ctron i c packago and th e 
d e liv e ry thereof; and transm i tting an e l e ctronic certificate of serv i ce from th e 
c e rt i fy i ng authority v i a th e public communicat i ons n e twork, the ele ctronic 
cert i ficat e of corv i c e includ i ng th e part i cu l ars relating to tho oloctron i c packag e 
and th e e ncryptod hash va l u e as verification of the content and do li vory of th e 
el ectron i c packag e from th e cert i fy i ng author i ty to th e r e c i pi e nt . 

1 . A method for verifiably transmitting an electronic package from a sender to a 
recipient through a certifying authority via a public communications network, the 
method comprising the steps of: the sender logging on to a certifying authority 
using a standard authentication protocol: the certifying authority creating an 
electronic package from inputs transmitted by the sender via the public 
communications network: the certifying authority storing the inputs relating to the 
electronic package on a server operated by the certifying authority for use in later 
verifying the inputs relating to the electronic package and storing anv other data 
received from the sender: delivering a message relative to the electronic package 
from the certifying authority to the recipient via the public communications 
network: the recipient logging on to the certifying authority as a response to the 
receipt of the message: the certifying authority generating an encrypted hash 
value based on the inputs relating to the electronic package and the delivery 
thereof, the encrypted hash value uniquely identifying the particulars relating to 
the electronic package and the delivery thereof: and transmitting an electronic 
certificate of service from the certifying authority via the public communications 
network, the electronic certificate of service including selected inputs relating to 
the electronic package and a digital certificate 



2. Th e m e thod of cla i m 1 furth e r compr i sing th e st e p of s toring th e ele ctronic 
packag e on the s e rvor op e rat e d by th e c e rt i fy i ng author i ty for us e i n lat e r 
producing a dupl i cate of tho e l ectronic packag e . 
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2. The method of claim 1 further comprising the steps of: storing the electronic 
package inputs and other related data on the server operated by the certifying 
authority for use in later producing a duplicate of the electronic package for a 
period of time agreed upon by the certifying authority and the sender: and storing 
the inputs comprising: the name and address of the email sender, the name and 
address of the recipient, the name and email of the address of any other persons 
to whom the certificate of service has been delivered, the time of delivery, the 
date of delivery, the subject of the message, the size of the message, the 
electronic package retention expiration date, the name of each attachment, and 
the size of each attachment . 

3. Th e m e thod of cla i m 1 wh e r ei n th e e l e ctronic package compris e s an e ma i l 
m e ssag e. 

3. The method of claim 1 wherein the certifying authority embeds the digital 
certificate on the face of the electronic certificate of service 



4. The method of cla i m 3 whoro i n th e e l e ctronic packag e furth e r compris e s an 
e m ail attachm e nt . 

4. The method of claim 1 wherein the certifying authority embeds the digital 
certificate in the electronic certificate of service electronically 



5. Tho method of cla i m 1 whoroin tho ele ctron i c packag e compris e s a acci i fi le . 

5. The method of claim 1 wherein a recipient, sender or other person requests 
the certifying authority to employ the digital certificate embedded within the 
electronic certificate of service so as to verify that the contents of the electronic 
package stored on the certifying authority's server are identical to the description 
thereof found on the face of the electronic certificate of service. 



6. Th e m e thod of c lai m 1 wh e r e in th e e l e ctronic packag e compr i s e s a b i nary fil e . 

6. The method of claim 1 wherein the certifying authority utilizes the embedded 
digital certificate within the electronic certificate of service to locate and identify 
the electronic package 
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7. Tho method of claim 1 whoroin tho partiou l are curround i ng tho oloctron i c 
packag e compr i s e s dat e and timo of transmiss i on . 

7. The method of claim 1 wherein the certifying authority, having located and 
identified the electronic package, reproduces the electronic package identically to 
that first assembled by the certifying authority . 

8. Th e m e thod of cla i m 1 wh e r e in th e particu l ars surround i ng th e e le ctronic 
pack a g e compris e s i d e ntity of s e nd e r and id e ntity of recip ie nt . 

8. The method of claim 1 wherein the reproduced electronic package is certified 
to be a true and correct copy of the original electronic package, such certification 
being made by the certifying authority 

9. Tho method of c l aim 1 whoroin th e particulars surround i ng tho o l octron i c 
packag e compris e s an emai l address of Gondor and oma il add rose of recip ie nt . 

9. The method of claim 1 wherein the certifying authority issues a certification to 
a requesting party that the reproduced electronic package is a true and correct 
copy of the original electronic package and said certification and electronic 
package are delivered to said requesting party 

10. The method of claim 1 wherein the particulars surrounding the electronic 
package comprises maximum number of days within which to deliver the 
electronic package to the recipient. 

11. Th e m e thod of c l aim 1 0 furth e r compris i ng th e step of inform i ng th e s e nd e r, 
i n e v e nt that d e l i v e ry was not mad e to th e rec i p ie nt within the max i mum numb e r 
of day s. 

11. The method of claim 10 further comprising the step of informing the sender, in 
event that delivery was not made to the recipient within the maximum number of 
days, by delivering to the sender and other appropriate persons, an electronic 
certificate of non-service 

12. The method of claim 1 wherein the particulars surrounding the electronic 
package comprises a date through which the electronic package is to be stored 
by the certifying authority. 

13. The method of claim 1 wherein tracked message includes an email message 
and an email attachment and wherein the particulars surrounding the electronic 
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package comprises identity of sender, email address of sender, identity of 
recipient, email address of recipient, date of transmission, time of transmission, 
length of the email message, name of the email attachment, and size of the email 
attachment. 



14. The method of claim 1 further comprising the steps of creating the electronic 
certificate of service as an encrypted file. 

15. The method of claim 1 wherein the step of creating the electronic certificate 
of service as an encrypted file is accomplished by creating an encrypted PDF file 
that is printable but not modifiable. 



16. The method of claim 1 further comprising the step of verifying an encrypted 
hash value that is questioned by transmitting the encrypted hash value to the 
certifying authority; and comparing the encrypted hash value that is questioned 
with records of the certifying authority. 



17. The method of claim 1 further comprising the step of notifying the recipient 
via the public communications network that the electronic package is available 
for pickup from the server operated by the certifying authority 



18. The method of claim 16 wherein the step of delivering the electronic package 
from the certifying authority to the recipient via the public communications 
network occurs upon a request for download thereof by the recipient; and 
wherein the step of transmitting an electronic certificate of service from the 
certifying authority via the public communications network takes place after 
completion of the delivering step. 



19. Th e m e thod of c l a i m 1 wh e r ei n the st e p of doliv e ring th e ele ctronic packag e 
from tho cert i fy i ng authority to tho roc i p i ont i c l egal l y procumod by virtue of 
s e nd i ng th e ele ctronic packag e to a v ali d oma il address assoc i at e d with 
th e r e cip ie nt 

19 . The method of claim 1 wherein particulars of the inputs of the recipient that 
are converted to an electronic package by the certifying authority are encrypted 
using an encrypted key maintained solely bv the certifying authority for the 
purpose of embedding the same into the electronic certificate of service . 
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20. The method of claim 1 wherein the step of transmitting an electronic 
certificate of service transmits an electronic certificate of service to the sender. 



21 . The method of claim 1 wherein the step of transmitting an electronic 
certificate of service transmits an electronic certificate of service to the recipient. 



22. The method of claim 1 wherein the step of transmitting an electronic 
certificate of service transmits an electronic certificate of service to a designee of 
the sender other than the recipient. 
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